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Abstract—In this paper, a technique to design analog
circuits with enhanced security is described. �e proposed
key based obfuscation technique uses a mesh topology to
obfuscate the physical dimensions and the threshold voltage
of the transistor. To mitigate the additional overhead of
implementing the obfuscated circuitry, a satis�ability modulo
theory (SMT) based algorithm is proposed to auto-determine
the sizes of the transistors selected for obfuscation such
that only a limited set of key values produce the cor-
rect circuit functionality. �e proposed algorithm and the
obfuscation methodology is implemented on an LC tank
voltage-controlled oscillator (VCO). �e operating frequency
of the VCO is masked with a 24-bit encryption key applied
to a 2x6 mesh structure that obfuscates the dimensions
of each varactor transistor. �e probability of determining
the correct key is 5.96x10-8 through brute force attack. �e
dimensions of the obfuscated transistors determined by the
analog satis�ability (aSAT) algorithm result in at least a 15%,
3%, and 13% deviation in, respectively, the e�ective transistor
dimensions, target frequency, and voltage amplitude when
an incorrect key is applied to the VCO. In addition, only one
key produces the desired frequency and properly sets the
overall performance speci�cations of the VCO. �e simulated
results indicate that the proposed design methodology, which
quickly and accurately determines the transistor sizes for
obfuscation, produces the target speci�cations and provides
protection for analog circuits against IP piracy and reverse
engineering.

Index Terms—analog obfuscation, circuit design, SAT, SMT

I. Introduction
To address the growing need for analog IP protection, two

obfuscation techniques have been previously proposed [1, 2].
In [1], the width of the transistors is obfuscated to mask
the biasing conditions of an analog circuit. Based on an
applied key sequence, a range of potential biasing points are
set. Without proper design considerations, the technique is
susceptible to multiple correct keys and potentially provides
limited degradation in the functionality of the circuit for a
subset of incorrect keys [2]. For the current mirror based
combinational locking technique proposed in [2], transistors
of di�erent sizes are implemented to mask the current gains
of an analog circuit. Based on the applied key sequence, a
current is set from a range of possible values. A satis�ability
modulo theory (SMT) based algorithm is applied to generate
a unique key. �e primary disadvantage of the current mirror

based combinational locking technique is that unlike the
parameter obfuscation technique in [1], which obfuscates
the voltages, currents, or gains of an analog circuit with
transistor level techniques, the combinational locking pro-
posed in [2] only masks the currents through circuit level
techniques (i.e. current mirrors).
�e proposed obfuscation technique described in this paper

implements a mesh based transistor array to mask the
dimensions and threshold voltage of the transistors that
set the biasing conditions of the circuit. To reduce the
additional overhead required to implement the obfuscation
technique and to produce only a limited number of correctly
functioning keys, a satis�ability modulo theory (SMT) based
technique is proposed for design space exploration to auto-
matically determine the optimal transistor sizes that mask
the target functionality of the analog circuit. �e proposed
methodology provides a means to quickly and accurately
design a secure analog circuit. �e primary contributions of
this paper include
1) the development of a novel mesh based obfuscation

technique to secure analog intellectual property (IP) by
obfuscating biasing conditions, and

2) the development of a transistor sizing methodology that
accounts for the obfuscation technique, resulting in a
single key that produces the correct functionality.

�e rest of the paper is organized as follows: A discussion
on the assumed threat model is provided in Section II.
An overview of the mesh based obfuscation technique is
described in Section III. �e results and analysis of imple-
menting the mesh based obfuscation technique on an LC tank
VCO are provided in Section IV. �e aSAT algorithm used
to determine the obfuscated transistor sizes that produce a
limited number of functioning keys is described in Section
V. Some concluding remarks are provided in Section VI.

II. Threat Model
An untrusted foundry model is assumed, where the

foundry has access to the design of the IC and possesses the
necessary tools and skills to counterfeit and overproduce the
IC from the provided GDS-II �le [3]. In addition, the circuit
is assumed trusted and devoid of any malicious components
when in the design phase.
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An additional threat model considered is an untrusted end
user. Advances in imaging tools and delayering processes
provide the means to reverse engineer and steal circuit IP
with features less than 50 nanometers in dimension [4].

III. Mesh Based Obfuscation of Transistor Features
�e proposed mesh based topology is shown in Fig. 1,

where a single transistor is replaced by a mesh structure.
Each transistor in the mesh is of di�erent size and is
controlled by a key bit. Based on the applied key bits,
certain transistors in the mesh are turned on, resulting in an
overall e�ective transistor length and width. As the e�ective
transistor dimensions vary based on the applied key, the
biasing points of the circuit are tunable. �e correct biasing
conditions are set only on the application of the correct key,
resulting in the desired performance parameters.

Fig. 1: Mesh topology utilized to implement the proposed
obfuscation technique.

�e advantage of implementing the mesh based topology
is that, in addition to masking the size of the transistors,
additional parameters of the circuit including the thresh-
old voltage are easily obfuscated. In addition, due to the
series connection of transistors that constitute the mesh,
the transistors closest to nominal Vdd (top row at higher
potential) operate in saturation while the transistors closest
to ground (bo�om row at lowest potential) operate in linear
or sub-threshold mode, which results in the obfuscation of
small signal parameters.

A. Obfuscation of Transistor Sizes with a Mesh

�e proposed mesh based topology obfuscates both the
transistor widths and lengths. Adding transistors in parallel
leads to an increase in the overall transistor width while
keeping the length constant. �e e�ective width for transis-
tors connected in parallel is given as(
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where (W/L)eff is the e�ective transistor width over length
ratio of n number of parallel transistors.

�e series connection of the transistors, as shown in Fig.
1, results in a composite structure where the e�ective tran-
sistor length increases. �e schematic of a series connected
composite transistor is shown in Fig. 2. For the composite
transistor to function properly, M2 must be larger than M1

Fig. 2: Equivalent schematic of a 2 row by 1 column series
connected composite transistor.

and must operate in saturation, whereas M1 must operate in
linear mode. �e current through M1 and M2 is given as

icomp =
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where β is the product of the electron mobility µ, oxide
capacitance Cox, and the transistor width over length ratio
(W/L), VGS is the gate to source voltage of M2, Vx is the
voltage at node X between transistors M1 and M2, and VT is
the threshold voltage of M2. Based on (2), the e�ective width
over length ratio of the composite transistor is given as(
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B. Obfuscation of �reshold Voltage with the Mesh Topology

In process nodes above 0.25 µm, the threshold voltage is
independent of the channel length and channel width [5].
In process nodes below 0.25 µm, the threshold voltage VT
varies due to two e�ects: 1) roll-o� of VT with decreasing
transistor length (short channel e�ect) [6], and 2) roll-up of
VT with decreasing transistor width (narrow-channel e�ect)
[7]. Based on the applied key, the e�ective width and length
of the composite transistor varies, which results in changes
to the threshold voltage. �e obfuscation of the threshold
voltage allows for the masking of the small signal parameters
of the transistor, including the output impedance, gain, and
transconductance.

IV. Implementation Of Mesh Based Obfuscation on a
VCO

�e proposed mesh based parameter obfuscation technique
is implemented on a VCO, which is shown in Fig. 3. �e
dominant biasing parameter of the VCO selected for obfus-
cation is the size of the varactor transistors as the output
frequency of the VCO is highly dependent on the dimensions
of the varactor. �erefore, by implementing the mesh based
obfuscation technique on the varactor transistors, the target
output frequency of the VCO is masked.
�e un-obfuscated and obfuscated VCOs are designed in

a 180 nm CMOS process. �e target operating frequency of
the VCO is set to 3.25GHz. �e active transistor area of
the VCO-based PLL increases by 145% from 3314 µm2 to



Fig. 3: Circuit schematic of a LC VCO.

8129 µm2 when accounting for the additional transistors and
the key-delivery circuit required to obfuscate the VCO. In a
majority of mixed-signal ICs, analog components constitute
approximately 2% of the devices present in the circuit and
20% of the total area [8], with the VCO occupying a sub-
area of the analog blocks. Assuming a 1 mm × 1 mm IC,
the un-obfuscated and obfuscated VCO occupy 0.33% and
0.81% of the total area, respectively. �e length of the applied
key for the obfuscated circuit is 24 bits. �e probability
of obtaining the correct frequency of the VCO through
brute force a�ack is, therefore, 5.96x10-8. �e proposed mesh
based obfuscation technique provides increased security as
compared to the vector based obfuscation proposed in [1]
and the current mirror based encryption proposed in [2].
�e a�acker now has to determine not only the correct
transistor dimensions but also the threshold voltage and the
region of operation (accumulation, depletion, or inversion) of
each obfuscated transistor due to the masking of the small
signal parameters. �e comparison of critical parameters of
an obfuscated and un-obfuscated VCO are listed in Table I.
Due to the structure of the composite transistor, the overall
leakage current is reduced, resulting in an improvement in
the phase noise at 1MHz and 1 kHz.

TABLE I: Characterization of an obfuscated and unobfuscated
VCO.

Parameter Unobfuscated
VCO

Obfuscated
VCO

Locking Fre-
quency

3.25GHz 3.255GHz

Area of PLL 3314 (µm)2 8129 (µm)2
Se�ling Time 3.9 ns 4.2 ns
Power 18.13 mW 20.72 mW
Phase noise
@1MHz

-112.2 dBc/Hz -116.4 dBc/Hz

Phase noise
@1kHz

-38.52 dBc/Hz -44.46 dBc/Hz

V. Applying aSAT to Determine Transistor Sizes That
Result in a Uniqe Key

To mitigate the design challenges of implementing the
proposed obfuscation technique, an aSAT based transistor

Algorithm 1: aSAT for obfuscation transistor size opti-
mization
Input: circuit constraint formulae φ
Output: S
S=empty set
while unassigned ObfusTran with interval greater than δ exists
do

decision ()
assign ObfusTran to the mesh and divide the range in
half
select one of the subintervals

deduction ()
CombFirst=combination(1st row mesh values)
SumFirst=sum(CombFirst)
CombSec=combination(2nd row mesh values)
SumSecond=sum(CombSec)
E�ectiveWidth=apply Eqn. 3
if ICP (φ)=UNSAT then

�nd con�ict-source s
S = S ∪ s
if S=entire state space then

return UNSAT
else

undo all decision and deduction a�er s
φ=φ ∩ s

end if

end if
end while
return UNSAT

sizing algorithm is proposed. �e fundamental component
of the aSAT solver is the satis�ability modulo theory (SMT)
based search space exploration algorithm that utilizes iSAT3
[9] [10–13]. By implementing the methodology proposed in
[14], the SMT problem is constructed using the target tran-
sistor sizes assigned to the mesh, the mesh dimensions (MxN
transistors), and the range of permi�ed sizes for the obfus-
cation transistors, along with the composite transistor model
described in Section III. �e constraints provided to the SMT
problem limit the number of e�ective widths close to the
target width.
In Algorithm 1, the formula φ consisting of the SMT

problem and the given constraints are provided as input
to the SMT solver. �e SMT solver begins by selecting a
random obfuscated transistor in the mesh and spli�ing the
range of dimensions into two subintervals of equal length.
�e solver then temporarily discards one of the subintervals
and reduces the selected interval. �e interval constraint
propagation (ICP) technique is then applied to φ, where the
ICP technique determines whether only one target size exists
in the E�ectiveWidth parameter, while all other transistor
combinations produce sizes that are smaller or larger than
15% of the target dimensions. If the ICP routine terminates
with no con�ict, then the algorithm returns to the decision
step and selects a di�erent obfuscation transistor until all
transistor sizes in the mesh are determined. If a con�ict
exists, indicated by a reduction of the interval of the range
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Fig. 5: Histogram of the number of keys that produce binned
values of (a) frequency and (b) amplitude when implementing
a 2x6 mesh based obfuscation of the varactor of a VCO.

of the obfuscation transistor sizes to null, the source of the
decision that lead to the con�ict is located by a con�ict
driven clause learning (CDCL) algorithm. When the union of
con�ict sources covers the entire search space, the algorithm
returns UNSAT. Otherwise, a backtrack routine is called, and
the algorithm returns to the decision process a�er adding a
con�ict clause to φ. �e union of all intervals is the superset
of the solution space.

A. Simulation Results

�e aSAT solver is utilized to determine the sizes of the
varactor transistors each obfuscated by a 2x6 mesh. �e
target frequency of the VCO is set to 3.25GHz with an
expected output voltage of 1.66 V. Analysis is performed
to characterize the total number of keys that produce a
frequency and amplitude within binned values. �e resulting
frequencies, when applying di�erent keys to the 2x6 mesh,
are provided in Fig. 4. �e results shown in Fig. 4 indicate
that only one key produces the target 35 µm varactor width,
while all other keys produce transistor sizes that are o�set
by at least 15% from the target dimensions.

Characterization of the obfuscated VCO is completed for
all key combinations, with results provided in Fig. 5. �e
histogram plot shown in Fig. 5(a) indicates that only one key
exists that produces a frequency in the range of 3.15GHz
to 3.35GHz. In addition, only one key produces an am-

plitude between 1.34V and 1.78V as shown in Fig. 5(b).
Although the resulting deviation in frequency when applying
an incorrect key is only 3% (or greater) than that of the
frequency produced by the correct key, the correct key
alone provides the desired amplitude. All other keys produce
amplitudes greater than 1.8V or less than 1.34V, which,
when accounting for all cases, results in at least a 2 dB
degradation in the phase noise and a 6% increase in the active
power consumption of the VCO.
�e above analysis indicates that the aSAT solver generates

a limited number of keys within a small range of the target
frequency and voltage amplitude. �e remaining keys result
in frequencies and voltages that are above and below the
required targets.

VI. Conclusions

A novel security oriented analog design methodology is
described. A mesh based obfuscation technique is proposed
that utilizes the obfuscation of the sizes of transistors to
mask the biasing conditions and electrical characteristics of
an analog circuit. To demonstrate the e�ectiveness of the
technique, varactors of an LC tank based VCO are obfuscated
with a 24-bit key, where each varactor is replaced by a
2x6 mesh array of transistors. �e implementation of the
obfuscation technique results in a 145% increase in the active
area and 14% increase in the power consumption. For an
area constrained analog circuit, the obfuscation technique is
implemented on the sub-blocks of the analog circuit that are
more limited in area. �e probability to determine the correct
key through brute force a�ack is 5.96x10-8.
In addition, an SMT based aSAT algorithm is proposed to

reduce the design time of implementing the parameter based
obfuscation technique. �e aSAT algorithm is applied to the
2x6 mesh used to obfuscate an LC tank VCO. �e algorithm
automatically determines obfuscated transistor sizes such
that only a limited number of keys produce the correct oper-
ating conditions. �e dimensions of the obfuscated transistors
determined by the aSAT algorithm result in at least a 15%,
3%, 13%, and 2 dB deviation in, respectively, the e�ective
transistor size, target frequency, amplitude, and phase noise
when an incorrect key is applied. In addition, the aSAT
determined transistor sizes produce only a single key that
results in a target frequency of 3.25GHz and target am-
plitude of 1.66V. Although other keys produce frequencies
close to the target frequency, the output voltage of the VCO
deviates signi�cantly from the target value, resulting in at
least a 2 dB degradation in the phase noise of the VCO.
�e proposed mesh technique with SMT-based optimization,
therefore, provides a novel approach to securing an analog
circuit from IC the�, reverse engineering, and counterfeiting.
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